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Unraveling PCI
How Compliance Benefits Financial Institutions

T

he financial services industry is subject to a long
list of regulations and standards that demand
compliance. The Payment Card Industry Data
Security Standard (PCI DSS) is now part of this list.
It was developed by the five founding members of the
PCI Security Standards Council (SSC): Discover
Financial Services, Visa Inc., MasterCard Worldwide,
American Express and JCB International.
The PCI DSS applies to all organizations that
process, store or transmit cardholder data and is
designed to help them prevent credit and debit
card fraud.
“If you have cardholder data flowing through your
network, you should comply with the PCI DSS,” said
Richard Haag, vice president of K3DES, a security
consulting and assessment firm.
PULSE is pleased to announce that it has achieved
compliance with the standard.

Potential Costs of Non-Compliance
Organizations not compliant with PCI standards
may face potential non-compliance fees. In addition,
an organization that suffers a data security breach
may face penalties that could include fines, a forensic
(continued on page 11)

Tomorrow’s Technology Today
A Look at Payment Methods on the Rise

C

onsumers are busier than ever, regardless of profession or lifestyle. They want to get what they need quickly and easily in order to
get on with their lives. Debit can help deliver the goods with speed and convenience. But what new payment technologies are
available or on the horizon, and which ones are viable options?
Several technologies are emerging on the payments scene, offering a broad spectrum of accessibility and benefits. Each one offers
opportunities but faces significant challenges. The PULSE-commissioned 2008 Debit Issuer Study provided insights into these advances.
(continued on page 9)
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VIEW FROM THE TOP

Dear PULSE Participant,

I

n my role as president of PULSE, I am often called on to address the challenges
facing today’s payments industry. While a complete response to this question would
require more time and space than this forum provides, I would like to touch briefly

on a key factor that financial institutions simply cannot overlook: payment card
security and risk mitigation.
The PCI Security Standards Council was formed to help facilitate the broad adoption
of consistent data security measures relative to payment card data among acquiring
financial institutions, service providers and merchants. As addressed in the lead article

Dave Schneider

of this issue of PULSATIONS, the resulting PCI Data Security Standard (DSS) is a
multifaceted policy that includes requirements for security management, network archi-

“Through our efforts to
become PCI compliant,
PULSE realized a number
of benefits that I believe

tecture and other measures intended to protect cardholder data from theft and fraud.
If your financial institution acts as a third-party processor, you are probably not only
aware of the standard but are already working toward, or have achieved, compliance.
If you are not aware of the PCI DSS, I recommend that you evaluate how it may apply
to your organization as part of your efforts to ensure that you are securely handling
cardholder data, where applicable.
A security consultant I spoke with recently indicated that his organization strongly
encourages all financial institutions to achieve PCI compliance. Doing so helps ensure

can be applied to

that the ATM transactions they process are secured using an industry-accepted

financial institutions

and entities that are not PCI compliant.

and merchants alike.”

in the payments industry. Many merchants and financial organizations are actively

standard. In addition, he fears that fraudsters may target attacks on those institutions
Simply stated, being PCI compliant is a smart business decision for all participants
working toward compliance, and continuously improving their data security as they
do so.
Through our efforts to become PCI compliant, PULSE realized a number of benefits
that I believe can be applied to financial institutions and merchants alike. PCI compliance may help:
• Mitigate risk and lower costs for ongoing security;
• Provide a controlled process for system maintenance and application security;
• Increase confidence that cardholder data is secure; and
• Reduce the amount of time spent in security audits.
If your organization is already PCI compliant, I congratulate you on your efforts to
promote the security of the payments industry. If not, I urge you to carefully evaluate
whether the PCI DSS applies to your organization and take the necessary steps to
secure cardholder data.
Sincerely,

Dave Schneider
President
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COMING SOON...
PULSE Debit Performance Webcast Series

Charting a Course for Greater
Debit Card Profitability

P

ULSE is hosting its second free
webcast series designed to help
participants analyze the profitability
of their debit card programs. Sessions
will offer best practices for increasing
profits and help participants prepare for
advancements in the payments industry.
The series will consist of three onehour sessions with topics to include:

September 10

Analyzing Your Debit P&L:
Create an Action Plan for
Debit Card Success
September 17

Building Customer Loyalty:
Programs that Work and Why
September 24

Fraud Prevention Practices
that Save

The series will be led by payments
experts from First Annapolis Consulting.
First Annapolis specializes in advising
financial institutions on strategic and
tactical matters across all major payments products and services, including
debit and credit cards, deposit access
products and commercial payment
vehicles.
A question-and-answer period will
be offered in each session. Participants
will receive course materials and access
to on-demand replays and podcasts at
no charge to help promote further
training in their financial institutions.
Online registration is available at
www.pulse-eft.com/debitseries. Replays
and podcasts of the entire series also
will be available by visiting this link.
For more information on this
webcast or any PULSE educational
program, contact Melissa Voelkner 		
at 920-453-9677 or by e-mail at
mvoelkner@pulse-eft.com.

In the second quarter
of 2008, PULSE
processed

26%
more
transactions
representing a

34%

increase in
dollar volume
compared to the same
period in 2007.
– Discover Financial Services
Second Quarter 2008 Earnings
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PULSE Oversight Committee
Welcomes New Members

T

wo new PULSE participant representatives have joined the network’s
Financial Institution Oversight
Committee. The committee includes representatives from institutions of all types and
sizes, and advises the organization on key
issues related to the operations of PULSE.
“Dave Epke and Anish Shah bring substantial electronic payments experience to
the committee, and we appreciate their
commitment to serving as a voice for all
PULSE financial institution participants,”
said Stan Paur, PULSE chairman. “We look
forward to receiving their guidance on key
issues facing PULSE and the industry.”

DAVE EPKE ,
a new addition to
the committee,
represents First
National Bank
Texas, in Killeen,
and Fort Hood
National Bank. He serves as executive vice
president and chief operations officer for
both banks. Epke is also chief executive
officer of First Community Services. All
three companies are wholly owned subsidiaries of First Community Bancshares, Inc.

ANISH SHAH ,
senior vice president
and debit executive
for Bank of America,
has joined the
committee, replacing
Chris Deville, finance
executive for the bank’s checking and debit
businesses. Shah is responsible for driving
growth in the debit business by deepening
customer relationships, enhancing activation
and usage and creating a stronger value
proposition for consumers.

PULSE Signs New Issuer Agreements

P

ULSE has announced network participation agreements with two major
financial institutions. The agreements
are indicative of the strong transaction and
participant growth PULSE continues to
achieve.
Randolph-Brooks Federal Credit Union,
a $3 billion not-for-profit financial cooperative based in Live Oak, Texas, has extended
its participation in the network. The credit
union will utilize PULSE exclusively for
PIN debit transactions at the point of sale,
and for signature debit processing.
Randolph-Brooks also uses PULSE for
ATM transactions and gateway connections to other networks.
“PULSE offers a variety of debit services that not only meet our needs as a
financial institution, but also the needs of
our members,” said Randy Smith, president
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and CEO of
the credit
union. “It’s a
partnership
we have valued and trusted over the past
16 years.”
Randolph-Brooks is the 25th largest U.S.
credit union in terms of asset size.
PULSE also announced that Camden
National Bank, a 133-year-old, $2.3 billion
Maine institution, has joined the network.
The bank will utilize PULSE for PIN debit
and ATM transactions.
“Debit is a primary point of contact
with our customers, and PULSE’s focus on
value and service is a key reason we have
taken the step to include the network as
part of our electronic payments program,”
said June Parent, Camden National Bank
senior vice president and senior retail
banking manager.
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PULSE has continued to experience
strong transaction growth this year. For
the second quarter (ended May 30, 2008),
PULSE transaction volume was up 26 percent compared to the same period a year
ago. And, transaction dollar volume for the
quarter was 34 percent greater, year-overyear. PULSE also has continued to grow its
base of financial institution participants.
“We added more than 100 new financial
institution participants during the first six
months of 2008,” said Leah Henderson,
PULSE’s executive vice president of sales.
“We are particularly pleased that 28 percent of these institutions are based in the
Northeast U.S., confirming our national
network reach.”

PULSE PRODUCT FOCUS

PULSE Access

®

An Advanced Stored Value Solution

P

ULSE Access is designed to help financial institution participants respond to
growing consumer demand for stored
value products such as gift cards, family
cards and payroll cards. Since its inception
in 2004, the PULSE Access program has
continued to expand and evolve in tandem
with growing use of stored value products.
For customizable, turnkey stored value
programs, PULSE Access provides issuer
solutions that are easy to implement,
support and market. Standard product
offerings include gift, family, payroll and
personal spend cards. PULSE Access also
offers a unique, low-risk agent stored value
program in which PULSE assumes responsibility for customer and chargeback
support, fraud risk and lost or stolen cards.
PULSE Access is backed by PULSE’s
excellent service and support, making it
easy for participating financial institutions
to enhance their product mix with a stored
value program that meets the needs of
their account holders.

Payroll / Expense Cards

Gift Cards

Benefits for Financial Institutions

The original stored value option, gift
cards are the most widely used stored
value product. Retailers traditionally have
used them as a replacement for paper gift
certificates. But more and more, financial
institutions are offering gift cards to businesses and individuals who want to add a
more personal touch to cash gifts.

Family Cards
Often called teen or student cards,
family cards are useful for all family members. PULSE Access Family Card programs
are co-managed accounts for parents and
college students or teens, as well as individuals who care for senior adults or other
family members where pre-defined controls are appropriate. The individual
monitoring the account may restrict use to
certain types of merchants, set up e-mail
alerts and determine spending limits.

Payroll and expense cards are two of
the most popular stored value programs
suitable for commercial account holders.
Payroll cards are ideal for employers that
do not use direct deposit, or that employ a
large number of unbanked individuals.
Expense cards appeal to a wider variety of
companies, providing a convenient way to
manage travel and other types of corporate
expenses incurred. Employers often find
that payroll and expense cards are an easy,
low-cost alternative to issuing checks or
corporate credit cards.

Holiday

GIFT
CARDS

Current PULSE Access
Customers: Spruce up
your gift card program
and your bottom line
with customizable 		
debit cards.

PULSE Access Agent Program
The PULSE Access Agent program gives
financial institutions the opportunity to
gain substantial revenue from the sale of
stored value cards with minimal liability.
Using the agent program, institutions focus
on selling cards without being responsible
for fraud risk, cardholder and chargeback
support, and lost or stolen cards.

Traditional (non-agent) PULSE Access
programs offer financial institutions the
opportunity to boost profits through interchange revenue and earn float income from
pooled funds. And all programs enable
participating institutions to grow their
brand and attract new cardholders through
enhanced services, as well as to protect
and fortify relationships with current
account holders.
Recipients of stored value cards enjoy
the freedom of spending funds wherever
PIN or signature debit cards are accepted,
unless other restrictions apply. These cards
are as convenient to carry as debit or credit
cards and eliminate the hassle of paper
certificates. Additionally, lost or stolen
cards may be replaced for a nominal fee.
For more information on how to put
PULSE Access to work for your institution,
call PULSE at 800-420-2122 or visit 		
www.pulse-eft.com.
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Plan now for your most
profitable holiday season
yet. Call PULSE today at
800-420-2122 or visit
www.pulse-eft.com.
www.pulse-eft.com

Fraud Mitigation in 2008
Staying Vigilant

T

he 2008 Debit Issuer Study, commissioned by PULSE, indicated that debit
card fraud losses have increased
significantly since the study was first
conducted in 2005. Data breaches are up,
too. In fact, 100 percent of issuers surveyed

for the 2008 study
indicated they had cards
potentially compromised in data
breaches last year. And at least one recent
data breach reportedly involved data in
transit rather than stored account or card
data, prompting discussions about the need
for more stringent compliance regulations.

What are institutions doing to
protect themselves?
The 2008 Debit Issuer Study found
that 80 percent of financial institutions
have implemented new fraud prevention
tools within the past year. These include
CVV/CVC validation, targeted authorization
blocking in response to known fraud
situations and neural network-based fraud
detection services.

PULSE implemented a network-wide
fraud detection service, DebitProtectSM,
in the fall of 2007. This system – the core
service of which is offered to all PULSE
participants at no charge – uses neural
network technology to provide an early
warning of potential fraud.
DebitProtect scores all
PULSE issuer transactions
on the PULSE network
(PIN, signature and
PINless), and notifies
issuing institutions via
e-mail of potentially
fraudulent transactions. Many participants have signed up to use the service
and have already realized its value to
their organization as part of their fraud
mitigation strategy.
As an example, Stacy Chesnutt, 		
assistant manager, electronic banking, for
BancorpSouth Bank, said, “Our bank
strives to protect our cardholders against
debit fraud. We use DebitProtect and
review the alerts daily, and have found the
system valuable in detecting actual fraud.”
Chesnutt mentioned an important part of
fraud mitigation success for DebitProtect
users, and for all issuing institutions: “We
review alerts daily.” (Hear more comments
from Chesnutt on the PULSE Web site at
www.pulse-eft.com/pulsesecurity.)

At the 2008 PULSE Conference, an
impromptu survey of the audience in the
fraud panel session indicated that every
attendee’s institution had at least one
person reviewing fraud alerts that were
received from DebitProtect and other
systems, and that person had at least one
backup. Comments from the group during
the session indicated that speed was the
key: The faster alerts were reviewed, the
sooner true fraud was exposed and
stopped.
The importance of vigilance cannot be
underestimated. For instance, one institution’s fraud system administrator went on
vacation, leaving no one else to handle the
alerts as they came in. When the user
returned, there were almost 200 alerts to
review. Unfortunately, more than half of
those were on one card. Research showed
the card had been compromised, and had
been used repeatedly over the week the
system administrator was gone. Backup
personnel would have prevented the
excessive fraud losses.
To begin using DebitProtect, visit
www.pulse-eft.com/pulsesecurity and click
on the “Fraud User ID Request Process”
link under “PULSE Bulletin.” For more
information about DebitProtect, go to the
page noted above or call 800-420-2122.

PULSE Fraud Alert Process
PULSE

Acquirer

Issuer/Processor

Card
Transaction

Transaction
Processing

Transaction
Scoring

E-mail
Fraud
Alert

Potential
Fraudulent
Transaction
Takes Place

Transaction
Sent to PULSE
Switch

DebitProtect
Scores
Transaction;
Score Exceeds
Threshold

Automatic E-mail
Alert Sent to
Financial
Institution or
Processor User
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Review
Fraud Alert

Confirm or
Deny Fraud

User Logs in to
Review
Suspected
Transaction

User Classifies
Transaction as
Fraud or Not Fraud
and Chooses
Fraud Type

New PULSE Web Site and
Web Address Coming Soon
In October, PULSE will unveil its newly redesigned Web site and a
new Web address, www.pulsenetwork.com.
The new site will be faster and provide easier access to many
PULSE value-added services, including educational programs,
industry research and marketing materials. To further improve the
overall user experience, the site will feature minimal click-through
links, enhanced graphics and other interactive tools. The new
PULSE Web site will be launched in October.

All debit all the time SM

A Discover Financial Services Company

©2008 PULSE
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Increase Profits with BancVue’s
Innovative Checking Products
More accounts, more deposits, more profits … guaranteed

C

ommunity banks and credit unions
across the nation have gained 		
attention recently by offering lifestylefocused checking accounts that are also
highly profitable.
By establishing a referral program with
BancVue of Austin, Texas, PULSE can now
assist participants seeking information on
these types of checking accounts. BancVue
provides REWARDChecking® accounts for
more than 500 banks and credit unions
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nationwide. Its REALCheckingTM System, is
a highly customizable program designed to
uniquely meet any financial institution’s
goals. The REALChecking System empowers financial institutions to attract new,
more profitable account holders, boost core
deposits, decrease costs by converting
account holders to cost-saving technology
and increase fee income by leading account
holders to more profitable transactions.
REWARDChecking is the flagship
product of the
REALChecking Sytem.
A typical program
features free checking,
a high interest rate, no
minimum balance and
ATM refunds. In order
to offer these benefits,
financial institutions
select the combination
of account requirements that they believe
will maximize fee
revenue and minimize
service costs for their
institution. Account
requirements may
include conducting a
minimum number of
debit transactions each
month, using direct

8

deposit, obtaining statements electronically, using online bill pay, ACH payments
and more.
When compared to typical free checking accounts, REWARDChecking accounts
are on average twice as profitable for
financial institutions. In fact, BancVue is
so confident that REWARDChecking will
deliver profitable results that they guarantee it. If a financial institution’s profits from
all REALChecking accounts do not exceed
BancVue fees after one year, BancVue will
pay the difference between the profits
and fees.
BancVue provides much more than a
technology solution. Its system includes
product design, training, marketing tools
and ongoing consulting. These services are
provided as an integrated part of the
REALChecking System and are vital to
making each program a success.
BancVue’s marketing partner, FIRST
ROI, helps participating financial institutions develop unique REALChecking
marketing programs. The full package
includes product Web site design and
hosting, lobby and branch banner design,
newspaper advertisement design, billboard
design, press release copy and more.
Participating financial institutions receive
all the tools they need to differentiate
themselves in the marketplace and 		
establish a winning program.
“PULSE has always worked to help
our participants maximize profitability,”
said Judith McGuire, PULSE’s senior vice
president of product management.
“BancVue’s REALChecking System drives
profitability for our participants by generating fee income from increased debit card
usage, as well as other profitable behavior.
We encourage our participants to see if
REALChecking is right for them.”
For more information on the 		
REALChecking System, contact your
PULSE account representative.
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Tomorrow’s Technology Today

(continued from page 1)

DEBIT NEWS MINUTE

challenges is the ability to offer sufficiently
compelling rewards to convince consumers to adopt these unconventional cards.

Mobile Banking

Contactless Cards
Contactless debit cards allow account
holders to wave their cards over a contactless terminal, which collects the electronic
data necessary to complete the transaction. Contactless transactions are fast,
secure and convenient, but the technology
faces a classic standoff between merchants’ implementation of the terminals
and consumers’ adoption of the cards.
Respondents to the 2008 Debit Issuer
Study that offer contactless cards reported
that 24 percent of their cards are contactless, on average. In order for this payment
form to flourish, a tipping point is needed
to break the stalemate between implementation and adoption.

Decoupled Debit
An ACH-based product, decoupled
debit enables a card issued by an entity
other than the consumer’s financial institution to access the individual’s demand
deposit account. Third-party entities
launching decoupled debit programs often
use rewards as an incentive to attract
consumers.
According to the PULSE study, issuers
that have been tracking decoupled debit
within their customer base have seen
extremely low adoption rates. One of
decoupled debit’s primary growth 		

DNM

One of today’s hottest trends, mobile
banking allows customers to access their
accounts via cell phones or smart phones
for balance inquiries, mini-statements and
account transfers. Advanced functions
include actionable alerts for low balances
and suspicious activity, as well as electronic bill payments.
Mobile banking can increase customer
retention – especially for Generation Y
users – and help in fraud detection.
However, most issuers are taking a measured approach. The PULSE study reveals
that only 15 percent of the institutions
surveyed offer mobile banking. Another
28 percent say they are planning to 		
introduce a program “soon.”

Debit on the Move
Every day, it seems the fast pace of life
is supporting the continued movement
from paper-based to electronic payments.
Financial institutions of all types and sizes
should keep a watchful eye on the adoption
and progress of these and other paymentsrelated technologies and consider which
ones make sense for their cardholders.
While the latest developments in debit
technology face important challenges,
the opportunities for strengthening 		
customer loyalty, attracting new cardholders and boosting revenue offer 		
exciting possibilities.

p

Between

2006 & 2007
U.S. debit card
transaction volume
increased

14.4%.

- 2008 Debit Issuer Study,
Commissioned by PULSE
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Hackers Charged with Stealing
Card Numbers from U.S. Retailers

Associated Press
Eleven fraudsters have been arrested
for their alleged involvement in stealing
more than 40 million credit and debit card
numbers by hacking into nine major U.S.
retailers, including TJX Companies, BJ’s
Wholesale Club, OfficeMax, Boston
Market, Barnes & Noble, Sports Authority,
Forever 21 and DSW. These individuals
have been charged with crimes including
conspiracy, computer intrusion, fraud and
identity theft. The indictment alleges that
the fraudsters obtained card numbers by
hacking into the retailers’ wireless computer networks. The stolen data was used
to withdraw tens of thousands of dollars
at a time from ATMs.

Two Types of PIN Devices Added
to PCI Standards
ATM & Debit News
The Payment Card Industry Security
Standards Council recently announced
that PCI-approved labs will begin testing
unattended payment terminals and hardware-security modules using security
criteria designed specifically for those
devices. These devices include automated
fuel pumps, vending machines and selfservice kiosks that accept credit and
debit cards. The council will post lists
of approved devices and provide training
to testing labs, merchants and vendors.

Contactless Purchase Value to
Exceed $75 Billion by 2013
CardLine
A recent Juniper Research report predicts
the value of contactless purchases initiated with mobile phones will exceed $75
billion worldwide by 2013. The majority
of these transactions will be low-value
purchases, with the Far East, North
America and Western Europe representing
nearly 90 percent of this market. The
report predicts that 20 percent of phones
ordered between 2010 and 2013 will 		
support mobile payments.
www.pulse-eft.com

Gen Y: How Financial Institutions
Can Stay Relevant

T

he young men and women we see
every day talking or texting on their
ubiquitous cell phones are commonly
referred to as Generation Y or “Gen Y.”
Typically considered to include individuals
born between the early 1980s and the late
1990s, Gen Y is more than 75 million
strong, and extremely diverse.
What does Gen Y mean to the financial
services industry? Experts see Gen Y
account holders so tied to their cell phones
as a means of handling every aspect of
their everyday lives that their need for a
brick-and-mortar financial institution will
be dramatically diminished. On the other

hand, experts predict this market segment
will become more financially powerful
than any generation before it. This group
cannot be ignored, but the challenge lies in
remaining relevant to this group.
Research suggests Gen Yers want
instant information, demand appeasement
and are very concerned about their future.
They are multi-ethnic, multi-faceted, opinionated and socially conscious. To market
to Gen Yers successfully is to communicate
with them, and to do so on their terms. Just
as financial institutions have historically
studied and targeted industry segments, it
will be important for them to listen to what
Gen Yers have to say
about how to reach their
peers.
Research indicates
this group welcomes
new ideas, so innovations such as a financial
planning education blog
or “green banking”
might appeal to them.
Research also shows
this group is apt to use
a mix of delivery channels. An institution
might consider offering
services online, over the
telephone or mobile

phone, at ATMs and in branches. When
possible, these delivery channels should
integrate to create a positive customer
experience. They should be sophisticated,
fast and easy to use, in order to keep this
generation engaged. Because peer-to-peer
communication is vital to this group of
consumers, continual research on the part
of the institution is advisable to ensure the
banking experience remains valuable to
Gen Yers.
These individuals have grown up using
technology to generate instantaneous
feedback. They have come to expect this
same experience in every phase of life,
including in their careers and in the services for which they pay. Gen Yers expect
flexibility and demand customizable
options, and everyone in their network
will know whether they get that from your
organization.
Like other market segments, this group
needs financial services, but Gen Yers are
willing to look to non-traditional sources
to find them. In order to remain relevant to
Gen Yers, it will be increasingly important
for financial institutions to learn more
about what they want, and to take the time
and effort to reach them.

p

73%

of financial institutions
assess themselves as

“average”
to “failing”
when it comes to
security awareness.
- Bank Technology News
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Discover Launches Tools to Help
Cardmembers Manage Balances

D

iscover Financial Services has
launched two new tools to help consumers manage their Discover® Card
accounts. The Paydown Planner creates a
monthly plan to enable cardmembers to
pay down their balance, and the Purchase
Planner helps cardmembers understand
how purchases will affect their monthly
payments. Both planners are customized
with actual account information, so results
are accurate and meaningful.
The Paydown Planner offers consumers
two options for analyzing their payment
information in relation to their account
balance. Individuals may choose the
monthly payment amount they want to
make and receive a detailed report outlining the time period needed to pay down
their balance. Alternately, cardholders can
select a target date by which to pay down
their balance and receive a monthly
payment plan for accomplishing their goal.
The Purchase Planner helps cardmem-

Unraveling PCI

bers working to pay down their balance
see how purchases will affect their balance
in two different ways. First, cardholders
can add the total purchase price to their
current balance and receive a new monthly
payment amount that will accomplish their
pay down goal by the planned target date.
Secondly, cardmembers can see how much
they are able to spend on new purchases by
entering a new
monthly payment
amount.
To encourage
cardmembers to
pay back balances
in a timely manner, Discover also
offers the Motiva
Card, which
rewards individuals who make six
on-time payments
in a row.

For more information about Discover’s
Paydown and Purchase Planners, including
an online demonstration, simply visit
www.discovercard.com/paydown. To
access the planners, Discover cardmembers can log into the Account Center at
www.discover.com and link to the Personal
Planning Calculators area of the Web site.

security requirements, of which financial
institutions should be aware.

scans must be conducted by an Approved
Scanning Vendor, or ASV. For more information about QSAs and ASVs, or to find
a PCI SSC-certified QSA or ASV, visit
www.pcisecuritystandards.org.

(continued from page 1)

review, litigation, loss of reputation and
costs involved in reissuing cards. It may
also risk losing its ability to acquire transactions conducted with cards carrying any
of the five founding members’ brands.
“The PCI DSS is a prescriptive set of
controls that has evolved from data security best practices and analysis of previous
data compromises,” said Haag. “While
implementation of all the PCI controls does
not guarantee security, it may significantly
reduce a financial institution’s risk of exposure to an attack and successful compromise. Costs associated with recovering
from a data breach for a small institution
can be well over $100,000,” Haag added.
The PCI SSC also oversees the Payment
Application Data Security Standard
(PA-DSS) and the PIN Entry Device (PED)

Achieving Compliance
In order to validate their compliance
with the PCI DSS requirements, merchants
and service providers may be required to:
• Perform an on-site assessment using
		 their internal audit department or a
		 PCI SSC-certified Qualified Security
		 Assessor (QSA); or
• Perform a self-assessment using the
		 applicable PCI DSS Payment Card
		 Industry Self-Assessment 		
		 Questionnaire (SAQ).
In addition to an annual assessment,
organizations also may be required to pass
quarterly remote vulnerability scans of
their Internet-facing environments. These
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Benefits of PCI Compliance
The PCI security standards are based
on security best practices and help protect
cardholder data, as well as reduce the
potential exposure to financial loss due to
fraud. The standards help provide financial
institutions with benchmarks for securing
the integrity of the payment channel.
More information on the PCI DSS and
all of the topics discussed in this article is
available on the PCI SSC Web site at
www.pcisecuritystandards.org.

www.pulse-eft.com

IN CLOSING

Compliance Confusion?
Upcoming webinars to provide answers
In October 2008, PULSE will present
a series of three compliance webinars specifically designed for PULSE participants.
Compliance expert Ralph Poore, chief
cryptologist at Geobridge Corporation, will

Seconds with...

Making the Most of Debit
Continued double-digit transaction
growth has placed debit top of mind with
many financial institutions. Consumers are
increasingly reaching for their debit cards
for every day purchases, making debit
more important than ever in maintaining
the financial institution/account holder
relationship.
Is your financial institution making the
most of the debit opportunity? The answer
to that question starts by ensuring your
organization has made the right choice in
an EFT network. At PULSE, we believe it
is important to ask critical questions when
evaluating networks:
• Is 100 percent of applicable inter		 change passed through to your
		 institution?

define the difference between statutes and
regulations, and optional and mandatory
compliance standards. More importantly,
Poore also will provide tools to help take

your organization through its EFT
compliance documentation. Webinar
details will be sent via e-mail to all
PULSE participants.
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• Are you charged switch fees on PIN
		 debit transactions?
• Are there minimum volume
		 requirements?
• Is a long-term contract required?
The answers to these questions are
critical in determining the overall value a
particular ATM/debit network can deliver.
For more than a quarter century,
PULSE has provided network services
designed to deliver our participants low
costs, high revenue, national point-of-sale
and ATM coverage, maximum reliability
and personal account services. We pass
through 100 percent of applicable interchange, don’t charge a switch fee on PIN
debit transactions and don’t tie issuers
to volume requirements or long-term
contracts.

In addition, our exclusive focus on
debit leaves more decisions in your hands.
By separating the choice of a processor
from the choice of a network, financial
institutions can realize benefits from both
decisions.
The payments industry is changing
rapidly, but I hope you will agree with me
that at least one thing has remained 		
constant – PULSE continues to deliver
exceptional value and service to debit
card issuers. And, we’re always available
to discuss what PULSE can do to improve
the profitability of your institution’s debit
portfolio. It starts with a phone call to your
PULSE account manager, or our client
services team at 877-247-8573.
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