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DebitProtect Fraud Detection System
Available Network-wide
SM

P

“The day we went live with
PULSE’s fraud detection
system, it helped us identify
three fraud cases and saved
us more than $13,000 in
attempted fraudulent
transactions.”
– Laurinda Thomas
		 Loss Prevention Manager
		 First Technology Services, Inc.

ULSE is now providing issuers a
powerful new weapon in the fight
against fraud. PULSE’s neuralbased fraud detection system, was
launched network-wide on September 28.
This service was
designed to
reduce the risk
of debit card
fraud and to
help maintain
consumer confidence in the use of
debit cards.
The industry average for number of
fraudulent transactions on a single
compromised card is six. DebitProtect
provides an early warning system for
issuers so they can detect fraud early and
block subsequent transactions following
the first fraudulent one, which could cut
their losses significantly. DebitProtect
uses a neural network-based model
specifically configured for the debit
environment. The service was designed
for ease of use and does not require any
technical changes on the part of PULSE
participants.
How It Works
DebitProtect uses a neural networkbased system and provides risk scoring
for all PULSE issuer transactions
switched on the PULSE network: PIN,
signature and PINless. Scores are derived
from card usage patterns, pre-defined

modeling parameters and data from the
transactions. Scores that exceed a preset
threshold trigger alert e-mails sent in
near real-time to personnel designated by
the card issuer. Users are directed to log
on to a secure Web site to review the
suspect transaction’s information and,
after investigating the transaction, to
classify it as either “fraud” or “not fraud,”
based on their institution’s fraud mitigation policy. The confirmed fraud information is fed back into the DebitProtect
neural model to enhance its ability to
predict fraud.
The model also will utilize confirmed
fraud data submitted to PULSE by all
participants. This vital information
enables PULSE to customize the neural
model to the participants’ cardholder
patterns. Monthly confirmed fraud
submission is mandatory, based on
updated PULSE Operating Rules and
Procedures, which took effect this past
August.
Financial institutions can receive
their own fraud alerts and submit their
own confirmed fraud data, or they can
request their processor perform one or
both tasks for them. If the processor
and financial institution agree, the processor can submit fraud as well as handle
transaction alerts on behalf of their
financial institutions. Many PULSE
direct processors are preparing to submit
confirmed fraud for their customers.

PULSE recently completed a threemonth beta test of DebitProtect with a
group of selected PULSE participants.
Overall, they were very pleased with the
service. Laurinda Thomas, loss prevention manager for First Technology
Services, Inc., gives an example: “The day
we went live with PULSE’s fraud detection system, it helped us identify three
fraud cases and saved us more than
$13,000 in attempted fraudulent transactions. DebitProtect helps us catch fraud
situations sooner than it would typically
take for the bank or the account holder
to become aware of the situation, thus
reducing our losses. In addition, our
cardholders appreciate the fact that their
bank is watching out for them.”
DebitProtect will be rolled out in
phases, with new enhancements provided
during each phase. The first phase sends
transaction alerts in near real time of
the transaction occurring. By the end of
2007, PULSE plans to support automatic
blocking of transactions based on rules
and parameters established by the card
issuer. PULSE also plans to add
benchmark and peer reporting and
customization of score thresholds in
2008.
For more information on
DebitProtect, please contact PULSE at
800-420-2122 and ask for a member of
the Fraud Department.

Switching and Settling 2.0

Technology Upgrades Enhance Network Reliability

A

s part of its mission to provide
exceptional reliability and availability, PULSE has initiated a
series of network upgrades designed to
achieve the highest switch availability
possible.

Next-level Network
Warren Coles, PULSE executive vice
president and chief operating officer,
outlines the value of these network
enhancements. “PULSE is committed to
investing in the resources necessary to
ensure that we maintain our position as a
debit card payments industry leader,” he

said. “It’s not just about adding more
hardware; we want to be sure our systems
are designed with our participants’ needs
in mind, to offer them service capabilities
that bring real value. We want to provide
the most reliable network in the EFT
market.”
Throughout the past year, PULSE
has been working on major enhancements to both of its redundant switch
platforms that are on track to be completed by November 1, 2007. These
modifications were designed to improve
the performance of the PULSE switch
platforms and have included updates to

the operating system, infrastructure core,
software and product offerings. When the
upgrades are completed, the PULSE
switch platforms will be positioned to
offer a much greater array of resilient
configurations.
Active-Active Processing
PULSE can now offer participant
processors the option of connecting to
both platforms simultaneously and
processing transactions in a true “activeactive” state. Participants that opt for this
unique service will be required to
(continued on page 4)
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P3 Conference Announces
General Session Speakers

ear PULSE Participant,
As I write this column,
the 2007 hurricane season

P

lans are shaping up for the 2008 PULSE Conference to be held April 28-30 at
the Wynn Las Vegas resort. P3 will explore new frontiers in fraud protection,
examine best-in-class performance practices and discuss proven strategies for
maximizing debit profitability.

is coming to an end. Scientists around
the world use NASA satellite imagery
to better understand the causes and
effects of hurricanes and other natural

Opening General Session
The P3 conference begins with a unique Q&A forum with PULSE President
Dave Schneider. This opening general session will feature a discussion about the
payments industry and address questions from attendees. The format promises to be
an informative and rewarding experience for all attendees.

hazards such as tsunamis, earthquakes,
fires and floods. Weather-related events
are just one of the issues that PULSE
Dave Schneider

faces daily as we strive to deliver your

“As one of the nation’s

their money.

leading debit networks,

ability are not an option at PULSE.

we maintain one of the

Since migrating to an in-house switch

most advanced opera-

diligently to eliminate service interrup-

cardholders uninterrupted access to

in October 2003, we have worked

tional infrastructures in

tions that affect your cardholders.

the industry. Core

networks, we maintain one of the most

switching and settle-

advanced operational infrastructures in

ment services are

settlement services are performed on

As one of the nation’s leading debit

the industry. Core switching and

performed on dual

dual identical platforms in Houston

identical platforms in

simultaneously and continuously,

Houston and Dallas.”

Common Ground
The keynote general session, “Common
Ground,” features liberal Bob Beckel and
conservative Cal Thomas, authors of the
syndicated USA Today column of the same
name. These two politically savvy and politically different analysts take their differences
and find the “common ground” that unites
all Americans. More like a conversation
between friends than a debate, they inspire
audiences to find the common ground in their
Bob Beckel and Cal Thomas
own beliefs, and put aside politics as usual.
Beckel, one of Washington’s top political analysts, began his career in politics in
1968, working for Robert F. Kennedy’s campaign. For the past several years, Beckel
has had an active consulting practice, advising his clients on communication strategy,
consensus building and public policy.
Thomas is one of the most widely read and highly regarded voices of the political
scene. He has a twice-weekly column appearing in more than 600 U.S. newspapers,
and is a panelist on the popular Fox News Watch show.
Although Beckel and Thomas have different opinions on almost every subject
imaginable, the goal of Common Ground is to show Americans that bridges can be
forged between differences and agreements can be made.

Exceptional reliability and avail-

and Dallas. Both platforms operate
enabling us to minimize the impact of
any event that affects either platform or
our telecommunications infrastructure.

Our dual platforms are connected through a sophisticated telecommunications
“superhighway” that provides a high level of security via physically secure hardware
encryption devices. If we experience an issue with one of our platforms, we are able

Closing General Session
One of the most successful college football coaches
of all time, Lou Holtz will bring the conference to a
close with a powerful motivational message.
When Holtz took over as Notre Dame’s 27th head
football coach in November 1985, he brought with him
a well-proven reputation as a fixer of football programs
following a series of spectacular repair jobs at William &
Mary, North Carolina State, Arkansas and Minnesota.
In 11 seasons at Notre Dame, Holtz chalked up a
100-30-2 mark, including the consensus national
Lou Holtz
championship in 1988 and a record 23-game winning
streak that ranks as the longest in Notre Dame history.
Currently, Holtz serves as a college football studio analyst on ESPN. He appears
on ESPNEWS, ESPN College GameDay programs and SportsCenter, as well as serves
as an on-site analyst for college football games.
Holtz is considered among the greatest speaking legends in America today. He
speaks on overcoming seemingly impossible challenges by setting your own goals
and working to achieve them. He has built a reputation as a motivator, a demanding
disciplinarian and someone who relishes challenges and hard work.

to shift 100 percent of network activity to the other platform, allowing us to provide ongoing service.
With the goal of continuous processing and 100 percent switch availability,
we have instituted a number of network and operational enhancements over the
past year. As described in a story on the front page of this issue of PULSATIONS,
these improvements will help PULSE and participating processors continue to satisfy your institution’s expectations, and the expectations of your cardholders, with
respect to network availability.
As always, I thank you for your support of PULSE. You should feel confident
that we will continue to do all we can to put the power of debit to work for your
bottom line.
Sincerely,

Dave Schneider
President

Online Registration Now Available
Make plans now to join PULSE for the P3 conference. For more information on
P3, please see the related article on page 8 of this PULSATIONS.
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PCI Standards Set Stage for Enhanced
Data Security

I

The Payment Card Industry
Security Standards Council is
responsible for:
• Fostering adoption of a single set of
data security standards
• Providing a list of globally available
Qualified Security Assessors, Approved
Scanning Vendors and security solution
providers to assist industry participants in
achieving compliance
• Providing a single source of approval
for PCI Data Security Standard interpretation that is recognized by all five 		
founding payment card brands
• Providing a transparent forum in which
all stakeholders can provide input into
the ongoing development, enhancement
and dissemination of data security
standards

“The rapid growth of our participating
organization roster demonstrates the
importance of our mission to ensure that
stakeholders have the opportunity to
present their views, and that appropriate
security standards are in place to protect
the interests of both consumers and those
involved in the payment chain,” said Bob
Russo, general manager of the PCI
Security Standards Council, in an
August 2, 2007 press release.
A 21-member Board of Advisors
representing the participating organizations provides critical feedback to the
ongoing enhancement of security standards. Board members include: APACS;
Bank of America; British Airways PLC;
Chase Paymentech Solutions;
Citibank N.A.; Global Consumer
Group, Commonwealth Bank of
Australia; European Payment Council
AISBL; Exxon Mobil Corp.; First Data
Corp.; Interac Association; JPMorgan
Chase and Co.; McDonalds Corp.;
Microsoft; Moneris Solutions Corp.;
PayPal Inc.; The Royal Bank of Scotland;
Servicios Electronicos Globales S.A. de
C.V.; Tesco Stores Ltd.; TSYS Acquiring
Solutions, LLC; VeriFone, Inc.; and
Wal-Mart Stores, Inc.

n September 2006, the five leading
payment card brands launched the
Payment Card Industry Security
Standards Council, LLC (PCI SSC).
Discover Financial Services, American
Express, JCB, MasterCard Worldwide
and Visa International formed PCI 		
SSC to:
• Enhance payment account security
• Create awareness and drive
adoption of the PCI Data Security
Standard (PCI DSS)
• Maintain a roster of Qualified
Security Assessors (QSAs) and
Approved Scanning Vendors (ASVs)
• Issue new standards
• Foster participation and gather
feedback
PULSE’s parent company, Discover
Financial Services, is committed to the
development and support of a single
industry standard in the payment card
industry. A uniform standard is expected
to help increase data security, reduce the
risk of system compromises and promote
overall payments transaction security. It
also makes the compliance process easier
for merchants.
The five founding brands are responsible for determining which entities must
be compliant with the standards, setting
the requirements for validating compliance, enforcing the standards and
responding to account data compromises.
As of early October 2007, more than
310 organizations involved in the payment transaction chain had joined the
council as “participating organizations.”

PCI Benefits
Adopting the PCI DSS has numerous
potential benefits for industry participants, including helping to combat hacking, network intrusion and internal and
external security breaches. In addition, it
helps to reduce companies’ potential
exposure to fraud-related financial losses
and reputational damage at both the
organization and industry levels.
Organizations that haven’t yet
achieved compliance can get started
today by:
• Verifying that they are not storing
sensitive authentication data
• Taking the necessary steps to
appropriately protect cardholder
information
• Gaining a better understanding of
their business partners’ security
philosophies and practices

w w w .p u l s e - e f t .c o m

3

PULSE Specification Change
In a related development, in late
August, PULSE announced that it
would eliminate the track data requirement for certain transactions effective
October 12, 2007. This change to the
message specification eliminates the need
for PULSE acquirers to store sensitive
track data after the original transaction
has been sent for authorization, thereby
reducing the risk of data compromise.
This technical change is a result of a
survey developed and distributed in
March 2007 by several payments industry participants, including PULSE, to
gauge the impact of proposed track data
elimination solutions on the processor
community. After reviewing the survey
results, PULSE made the decision to
follow the industry solution, which was
communicated to PULSE processors in
late August. While all of the EFT networks that participated in the survey
have chosen to follow similar solutions,
each network has set its own timeframe
for compliance.
The full message specification can be
found in the Processors section of the
PULSE Web site at www.pulse-eft.com.
PULSE acquirers will be required to
comply with the above solution no later
than April 1, 2008. They may, however,
begin to send transactions to PULSE in
this manner as of October 12, 2007.
Help is Available
For more information on compliance
requirements related to your organization, consult with your processor. In
addition, the PCI SSC can assist with
questions regarding interpretation of the
PCI DSS.
For further information, or to view
a list of approved QSAs, please visit
www.pcisecuritystandards.org.

Meet PULSE’s New Client Services Team

P

ULSE is pleased to announce the
recent establishment of the new
client services account management team. This team will work closely
with financial institutions to provide
one-on-one participant service and 		
support.
Shawn Ahmed, senior account manager, along with two account managers,
Mary Hargett and Lisa Roemer, will
provide service to participants, ensuring
they have a first-rate experience with
PULSE.
“The new client services team will
assist financial institutions in optimizing

(left to right) Lisa Roemer, Mary Hargett and Shawn Ahmed

their debit portfolios,” said Ahmed.
“We will serve as consultants in helping
participants analyze their electronic payments programs to identify new opportunities for growth and increased revenue,
as well as provide information on the
wide array of products and value-added
services available through the PULSE
network.”
Participants can reach the team
simply by calling 877-24-PULSE
(877-247-8573).

Founding PULSE Participant Establishes Exclusive
Network Relationship

F

rost, one of the largest banks 		
headquartered in the state of
Texas, has extended its longstanding relationship with PULSE and
is now utilizing PULSE exclusively for
PIN debit transactions at the point of
sale. Frost also will establish a direct 		
processing connection to the network
and utilize PULSE for signature debit
processing and gateway service to other
networks.
Frost is the banking subsidiary of
Cullen/Frost Bankers, Inc., a financial
holding company located in San Antonio,
Texas, that was one of the seven organizations that originally co-founded the
PULSE network in 1981. These organizations jointly established a switch to allow
the data centers of competing financial
institutions to communicate with one

another for the purpose of switching
ATM transactions.
“PULSE offers outstanding PIN
debit acceptance and a favorable fee
structure,” said Ray Zapata, senior vice
president at Frost. “This, combined with
our transaction mix and operating infrastructure, made the prospect of establishing a direct connection to the network
and using PULSE as our exclusive PIN
debit provider very compelling. In addition, as a long-time PULSE participant,
we were very familiar with the network’s
exceptional customer service.”
“Frost Bank has been a part of our
network from the beginning,” said Dave
Schneider, PULSE president. “We
couldn’t be more pleased about this new
agreement, which allows us to provide
additional value to the bank’s debit card

program, as well as support the future
growth of this respected Texas financial
institution.”
Paul Olivier, group executive vice
president of consumer banking at Frost,
serves as Chairman of the PULSE
Financial Institution Oversight
Committee. He was elected to this
position by the committee members in
July of 2006.

Cullen/Frost Bankers’ assets totaled
$12.9 billion at June 30, 2007. The company has more than 100 financial centers
state-wide, has issued more than 300,000
debit cards and operates more than 150
ATMs.

capability at both PULSE switch platforms and still maintain a single primary
connection to PULSE. Designed to
provide stand-in capability (at issuerdesignated limits for ATM/POS) in the
event of a degradation of service at the
primary node of connectivity, local node
stand-in provides interim authorization
capabilities until the primary connectivity is re-established.

actually measures the performance of
each transaction routing option to determine the most efficient route available.
This new service is available to processors
that have multiple connections into
PULSE and would like to take advantage
of the most efficient routing capabilities.
Transaction Distributor also can be
configured in ways that are database
driven, not just performance driven.
These enhancements will help
PULSE meet its goal of best-in-class
network reliability while providing
options that fit the strategies and budgets
of all network participants.
For more information, contact the
PULSE office at 800-420-2122.

Technology Upgrades Enhance Network Reliability (continued from page 1)

These enhancements will
help PULSE meet its goal
of best-in-class network
reliability while providing
options that fit the strategies
and budgets of all network
participants.

S e p t e m b e r / O c t o b e r

maintain multiple processor level
interfaces and establish connectivity to
both PULSE platforms. With this configuration, if a degradation of service is
experienced at either the communications level or at either PULSE platform,
the alternate platform can be utilized
instantaneously to avoid service
interruption.
Local Node Stand-in
For those issuer processor participants that do not elect to establish an
active-active configuration, another
service will be available. By November 1,
PULSE will implement a concept
referred to as “local node stand-in.”
Issuer processors that opt for this service
will receive the benefits of stand-in

Transaction Distribution
PULSE also has implemented a
transaction routing capability known as
“Transaction Distributor.” The transaction distributor service uses statistical
intelligence to more efficiently route
transactions. The application, which
requires more than one connection,
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Case Study

Discover® Debit Helps Oklahoma Bank
Revitalize Debit Card Program

C

Identity Theft Defense, Lowest Purchase
Price Guarantee, Card and Document
Registration Services and Travel
Assurance Services – were an additional
draw for the bank.
“It was a definite plus to be able to
make these services available to cardholders automatically, at no cost to the bank
or cardholder,” said Senior Vice President
Dennis Gerhard, who heads up the
bank’s electronic payments program.
“And it was quick and easy to establish
routing through PULSE and complete
certification.”
Gerhard also noted the program’s
simple implementation, with Discover
providing training on adjustments and
disputes.

entral National Bank & Trust
Co. of Enid, Oklahoma, introduced a new Discover signature
debit card program in late 2006. The
program was part of a larger effort to
increase account acquisitions and debit card
usage, reduce fraud
losses and enhance customer service.
The bank elected to
offer Discover Debit in
addition to its existing
signature debit product,
rather than replace its
entire debit card base.
Central National Bank
of Enid also wanted to
be able to easily and
efficiently offer the
Discover Debit program
to the more than 20
small financial institutions for which it serves
as a processor (its
“co-banks”).
Since introducing the
program, the bank has
experienced less fraud,
fewer debit-initiated overdrafts and virtually no transaction disputes. It also has
seen a modest increase in debit transactions as a result of its various efforts and
is satisfied with the favorable interchange
offered by Discover Debit.

Giving Customers Choice
About a month before the 2006
holiday season, the bank mailed new
Discover Debit cards to its existing signature debit cardholders. The cards have
PIN/ATM capability through PULSE.
“We told our account holders about
the features of the card and offered them
10 cents for every PIN or signature-based
transaction they conducted using the
new card during December,” said
Gerhard.
Offering two card brands enables the
bank to reap the security benefits of
Discover Debit, while continuing to serve
cardholders’ needs. Those who travel
internationally, or simply want to stick
with their original signature debit card,
can opt to do so. And those who prefer
the new card’s special features, are concerned about fraud or just want to try
something new can opt for Discover
Debit.

Why Discover Debit?
When PULSE and Discover
Financial Services introduced Discover
Debit in 2006, Central National Bank
of Enid was not in the market for a
new signature debit brand but found
the product’s features and benefits
intriguing.
“Discover Debit’s operating regulations and dispute rules allocate risk fairly
between the parties to a transaction,”
said Chief Executive Officer R.S. Baker.
“In addition, the product’s 100 percent
authorization standard means it operates
in a more interactive, online mode.”
The bank also found the product’s
limited international acceptance appealing from a fraud perspective. Discover
Debit is accepted at millions of
participating merchant and cash access
locations throughout North America,
and acceptance is growing daily.
The product’s cardholder security
features – including Zero Liability,

Benefits Across the Board
As of August 2007, the bank had
issued more than 10,000 Discover Debit
cards.
“As we expected, there has been a lot
less fraud on the new signature debit
cards,” said Gerhard. “In addition, there
have been fewer debit-initiated overdrafts
and virtually no disputed transactions.”
Gerhard thinks overdrafts have
declined because all Discover Debit
transactions are authorized, eliminating
the delay that can sometimes occur with
off-line debit transactions. He also
believes Discover’s 100 percent authorization standard makes it easier on account

w w w .p u l s e - e f t .c o m
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holders who keep low balances or don’t
balance their checkbooks regularly.
The bank is also pleased with the
interchange income they receive on
point-of-sale transactions with Discover
Debit.
“The actual transaction income is
slightly less than with our other signature
debit product, but because the fees are
lower, the net income is the same or a
little higher with Discover Debit,” said
Gerhard.
The bank has seen a modest increase
in transaction volumes since introducing
the program, but this is partly due to the
promotional incentive and advertising it
conducted, as well as the higher interest
rate it now offers on deposits. However,
the increase shows that introducing a
new signature debit brand can help an
institution revitalize its debit program
and refocus attention on card activation
and usage.
Cardholder response to the new
product has been generally positive.
“There were some acceptance gaps initially – particularly at sole-proprietor
merchants in our area – but Discover
and PULSE have worked with us to close
those where possible,” said Gerhard.
In addition to traditional signature
debit cards, Central National Bank of
Enid now offers Discover Debit gift cards
and a Discover Debit payroll card. One
of its co-banks has introduced a Discover
Debit gift card program, and one has
launched a traditional Discover Debit
card, opting to replace account holders’
existing signature cards. Yet another
small co-bank has begun issuing
Discover Debit, and a third will do so 		
in the near future.
“We like the Discover Debit
program,” said Gerhard. “It is performing well, and the reception has been
positive.”
Financial institutions wishing to
learn more about Discover Debit can
visit www.discoverdebit.com or call
the Discover Debit helpline at
877-433-3248.

2007 PULSE Processor Meeting

Networking Keeps Ideas Flowing
“I enjoyed these sessions.
Seeing everyone face-to-face
really makes it worth
attending.”
– Credit union processor

“What was valuable for me
was getting a chance to
hear about the big picture
– it helps me understand
that the job I am doing is
important. I am so glad
PULSE this event.”
– Third-party processor

“I liked the dinner – it was
really a lot of fun, especially
watching the characters
play with the audience.”
– Large bank processor

P

transformed, and PULSE is working to
adapt along with it – to continue to focus
on helping to make all participants
successful.
PULSE Chief Operating Officer
Warren Coles described PULSE’s mission
to the attendees, which is to provide
exceptional reliability, availability and
premier product solutions to financial
institutions.
PULSE is committed to maintaining
its position as a market leader, and has
made significant resource investments to
ensure that goal is met. As a result, big
gains were made in the past year in the
areas of network reliability, combating
fraud and compliance and risk. Senior
Vice President of Operations, Carrie
Brown provided details of these gains
with her discussion of PULSE’s “activeactive” and “local node stand-in” designs
that are being implemented to eliminate
failure points on the network.
Another important discussion centered on the risks of debit card fraud and
what PULSE is doing to combat fraud,
presented by George Danforth, vice
president of strategic business development of PULSE, and Dawn Willey, chief
executive officer of Bridgeforce. The
presentation put into perspective the
challenges that financial organizations
are facing, including low budgets and
staffing, the cost of fraud losses, and a
lack of fraud education.

ULSE network processors had an
opportunity recently to learn
about increasing their success in
today’s fast-moving electronic payments
industry. The PULSE processor meeting,
held at the Woodlands Waterway
Marriott Hotel in The Woodlands, Texas
on September 20 and 21, delivered information about recent market trends and
outlined the competitive advantages that
could be received through the PULSE
network.
Friday, a day devoted to technology
sessions, started off right with an industry update keynote from PULSE
President Dave Schneider.
In discussing the “new payments
environment,” Schneider mentioned how
much the debit industry has changed
over the past 20 years. As an example of
this change, he mentioned how ATMs
were perceived as a threat by many
financial institutions in the early days,
but were embraced by consumers – a
sign of things to come.
After a huge surge in the 1980s and
1990s, ATMs are beginning to decline,
but debit card payments continue to
grow as people switch from cash and
checks to electronic payments. Industry
participants are facing many adjustments, including modifications in
association structure, network ownership
and even competition from non-financial
entities. The entire landscape of the
payments industry continues to be

The final presentation by Stephanie
Stamos, senior manager of project management for PULSE, provided a description of new participant requirements
included in the 2008 Release Guide,
which will go into effect April 1, 2008.
The meeting was not dedicated
completely to work. The more sporting
of the attendees joined up in foursomes
for an afternoon of golf on Thursday,
while others relaxed during a shopping
outing. That evening, everyone had a
chance to try their private-eye skills at
the Celebrity Mystery Dinner, where
guests were encouraged to help solve a
murder while being entertained by
celebrity look-alikes.
Coles wrapped up the meeting by
announcing the annual prize drawing
winners: Lois Turner from University
Federal Credit Union, Lisa Larsen from
Amplify Federal Credit Union, Victor
Bell from Diebold Transactions Services
and Rebecca Robinette from Central
National Bank of Enid. The lucky
winners received Discover gift cards
from PULSE.

Woodforest Expands PULSE Participation

W

oodforest National Bank has
signed a renewed participation agreement with PULSE,
ensuring that the bank’s growing number of debit cardholders will continue to have
access to PULSE’s
ATMs and pointof-sale (POS)
terminals across
the U.S. PULSE also will continue to
provide Woodforest with signature debit
processing and gateway connections to
other networks.
Woodforest National Bank is a
$2.4 billion bank headquartered in The
Woodlands, Texas. The bank has more
than 350 branches located in Texas,
Illinois, Indiana, Maryland, North
Carolina, Ohio, Pennsylvania, Virginia

S e p t e m b e r / O c t o b e r

and West Virginia. Its total assets grew
by 23 percent during 2006, exceeding
$2.2 billion by year-end.
In June, Woodforest National Bank
was ranked No. 1 in customer satisfaction in the Southwest Region by the
J.D. Power and Associates 2007
Retail Banking Satisfaction Study, and
second in the nation. The bank also
ranked third among U.S. bank holding
companies in return on equity in 2006,
achieving a 42 percent 5-year ROE,
according to the American Banker
newspaper.
The renewed ATM/debit agreement
will support Woodforest National Bank’s
growth and customer service initiatives.
“Customer service has been the key
to Woodforest’s tremendous success and
growth in recent years, and the debit card
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is now one of our critical points of contact with our customers,” said Robert E.
Marling, Jr., chief executive officer of
Woodforest National Bank. “Our relationship with PULSE, which dates back
to 1982, is central to our ability to serve
debit cardholders by providing them
with reliable access to their deposits at
ATMs and POS terminals.”
“PULSE is pleased to extend its
long-term relationship with Woodforest
National Bank, one of the fastest growing financial institutions in the country,”
said Dave Schneider, PULSE president.
“Our debit network services have supported the bank’s impressive growth and
industry-leading customer service for 25
years, and we look forward to serving
Woodforest’s cardholders in the future.”

Fraud – Fighting the Battle Together

F

fraudsters is often difficult, financial
industry experts believe crimes of this
nature can be prevented.

raud is an epidemic that continues
to plague the financial industry,
and new breaches are constant
reminders that it isn’t going away anytime soon. While fraud is not new to
businesses or individuals, the methods 		
of perpetrating fraud have changed
dramatically over time, progressing in
skill and complexity.
In recent years, we’ve seen the onset
of “phishing,” “pharming” and even
“vishing,” words that didn’t exist five
years ago (see definitions below). We have
been forced to create novel terms to
describe new, more sophisticated scams.
Damage from fraudulent practices
may range from a few illegal purchases
to full-blown identity theft, costing
consumers and financial institutions
millions of dollars a year. While catching

Awareness is Key
While some individuals may feel that
information theft is beyond their control,
there are several steps that financial institutions, merchants and consumers can
take to prevent such violations. Julie
Shaw, PULSE’s senior manager of network and operational risk management,
believes these measures will become even
more important to debit card issuers in
the future, as merchant adoption of PCI
Data Security Standards drives fraudsters
to the few remaining places where sensitive card data are still, by necessity,
stored – namely, financial institutions.

While some individuals

It is essential that financial institutions continue to diligently arm themselves, as well as their employees and
account holders, with the proper tools to
detect and fight fraud. PULSE offers
several services to assist them, including
the new DebitProtect fraud detection
system, as well as CVV/CVC checking
and targeted authorization blocking. In
addition, PULSE is working to achieve
network-wide transaction message
encryption in 2008, an accomplishment
that is expected to be an industry first.
Institutions should also encourage
account holders to regularly review
account statements, or better yet, frequently check their account activity
online. This will help account holders
identify unauthorized transactions early,
and alert authorities to halt further theft.

SCAMS

may feel that theft of
information is beyond
their control, the fact is
that there are several
steps that can be taken 		
to prevent such violations.
It is essential that financial
institutions continue to
diligently arm employees
and account holders with
the proper tools to detect
and fight fraud.

Phishing and Vishing
Practice – Phishing is a form of fraud in
which violators contact individuals via
e-mail or pop-up messaging, and coerce
them into revealing private information
such as account numbers, PINs and other
sensitive data that allows fraudsters to
access and steal from them. Vishing – in
which “v” stands for voice – accomplishes
the same type of theft via telephone.

Pharming
Practice – Pharming involves the confiscation of private information without
voluntary participation from victims.
This is achieved by hacking into a
domain name server (DNS) and redirecting consumers’ Web browsers from a
legitimate site to a “spoofed” or fraudulent site, where sensitive information such
as payment card numbers, account
numbers and PINs are requested.

Prevention – Validation of the CVV/
CVC and CVV2/CVV2 codes during
debit card transactions was ranked by
issuers in a recent PULSE study as the
single most effective method for preventing debit card fraud. Issuers should make
sure they are receiving this service from
their network or processor on all transactions. In addition, they should educate
cardholders on the importance of never
responding to phishing inquiries, and
never providing their PIN to anyone
– not even their bank or credit union.
“Because some financial institutions still
use PINs in online banking authentication, this may mean changing procedures
to maximize cardholder safety and to
protect your institution,” said Shaw.

Prevention – It is true that this type of
fraud is more difficult for the consumer
to detect. However, DNSs are increasingly protected by hardware and software
designed to prevent pharming. For
issuers, CVV/CVC checking is also an
effective technique for preventing this
type of fraud. Consumers should update
their firewalls, virus detection software
and spyware to help them protect their
computers from malicious software.
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Overpayment Scams
Practice – Of more recent notoriety are
variations of overpayment scams. When
selling merchandise, especially over the
Internet, fraudsters will pose as legitimate
buyers and use counterfeit cashier’s
checks for payment. The amount of the
check is significantly higher than the
selling price. They then request a refund
of the excess payment by wire transfer.
By the time the fraudulent cashier’s
checks are discovered, the money – and
the perpetrator – are long gone.
Prevention – Merchants should return
the original cashier’s check when possible
and request a replacement payment for
the correct amount; or better yet, reject
the sale altogether and report the incident to the bank on which the fraudulent
check was written. If the check is deposited, financial institution associates
should be trained to look for these scams
and to ask the depositor such questions
as, “Was this transaction an Internet sale,
and, if so, is the amount correct?”

Hawaii Credit Union League
Endorses PULSE
The Hawaii Credit Union League
(HCUL) recently announced its endorsement of PULSE to provide electronic
services to member credit unions.
“The Hawaii Credit Union League is
pleased to announce the endorsement of
PULSE,” said Pam Divito-Paiaini,
HCUL vice president. “PULSE provides
our members with national ATM reach,
broad PIN debit acceptance and exceptional service from our account manager,
Peter Palumbo.”

Texas State Bank ATMs Appear in
PULSE Photo Shoot
Two ATMs owned by Texas State
Bank played starring roles in a recent
PULSE photo shoot. The side-by-side
ATMs are located at the bank’s 1000
Main Street branch in downtown
Houston.
Texas State Bank has been a PULSE
participant since 1984. The $8.5 billion
bank is based in McAllen, Texas.
“Texas State Bank was kind enough
to allow PULSE to use two of the four
ATMs at its downtown Houston branch
for the better part of a day,” said PULSE
Senior Vice President Steve Sievert. “As a
result of the bank’s hospitality, we had a
very successful photo shoot.”

The photographs will be used in
PULSE marketing brochures, newsletters
and other promotional materials.

Registration for P3 Conference Begins!

O

nline registration for the 2008
PULSE Conference is at your
fingertips. With the click of
your mouse, you can register for the
conference, reserve a spot at the preconference workshop, sign up for golf,
make hotel reservations, find information
on show tickets and much more.
“We are thrilled to be returning to
the Wynn Las Vegas resort,” said Cindy
Ballard, PULSE executive vice president
of communications and marketing.

“Last year’s participants overwhelmingly
endorsed the location and the conference
program. We are working diligently to
ensure that this debit-focused event delivers proven strategies in fraud protection,
performance practices and profitability.”
To register for the P3 conference or
for more information, simply visit
www.pulse-eft.com/conference or contact
Melissa Voelkner at 800-282-8963 or by
e-mail at mvoelkner@pulse-eft.com.

Conference Registration
Early Registration Fee – $395*
Wynn Las Vegas 		
Resort Room – $250/night
Pre-Conference Workshop
Limited to 150 Attendees – Free
Golf Clinic and Tournament
Canyon Gate Country Club – $150
*Through February 29, 2008; $495 thereafter
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